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• The DoD Cyberspace Workforce Strategy was signed by the Deputy Secretary of Defense, Ashton Carter, in 2013

• The Strategy serves as the overarching guidance for transforming the cyberspace workforce and includes approaches to recruit, train, and retain staff in a competitive national environment

• A critical element of the Strategy is Focus Area 1, which requires the development of the DoD Cyberspace Workforce Framework (DCWF)

DoD Cyberspace Workforce Strategy
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• On behalf of the DoD, the DoD CIO is developing the DCWF to establish a standard lexicon for cyberspace work
• The DCWF is based on the:

• National Initiative for Cybersecurity Education (NICE) Workforce Framework (see right) 
• Joint Cyberspace Training and Certification Standards (JCT&CS)

• The DCWF includes work role descriptions, as well as baseline tasks, knowledge, skills, and abilities (KSAs) aligned by work role

DCWF Overview
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* Oversight and Development was changed to Oversee and Govern in NICE 2.0 



• The DCWF will be leveraged to: 
- Establish a standard lexicon for cyberspace work
- Identify, code, and track cyberspace personnel with increased accuracy 
- Develop qualification requirements for cyberspace work roles 
- Facilitate the development of targeted recruitment and retention 

strategies
- Facilitate the development of career paths
- Standardize Civilian position descriptions

• The DCWF is also being published in a National Institute of Standards and 
Technology (NIST) Special Publication, to serve as a national standard for 
Private industry, the Federal government, and academia

DCWF Applications
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High-Level DCWF Methodology
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Phase 0 
Role Alignment

Completed

Phase 1
Shaping & Validation

Completed

Phase 2
Criticality Analysis

In-Progress

Phase 3 
Proficiency Analysis

Completed

• The DoD CIO is 
currently facilitating 
criticality analysis to 
determine which 
tasks and KSAs are 
core versus optional

• The DoD CIO 
developed 
descriptions for a 3 
level skills maturity 
model: 
Foundational, 
Journeyman, 
Mastery

• Conducted Subject 
Matter (SME) 
Panels to develop 
work role titles and 
descriptions, as 
well as align tasks 
and KSAs to each 
work role

• Conducted Working 
Group Sessions to 
validate SME Panel 
recommendations

• Identified work 
roles that align to 
each Specialty Area

• Conducted a pilot 
with Defense 
Information 
Systems Agency 
(DISA) to validate 
alignments 



Office of the DoD Chief Information Officer (CIO)

Specialty Areas

Securely Provision
Work Roles

Risk Management
Software Development
Systems Architecture

Technology Research & Development
Systems Requirements Planning

Test and Evaluation
Systems Development

• Authorizing Official/Designating Representative 
• Security Control Assessor
• Software Developer 
• Secure Software Assessor

• Information Systems Security Developer
• Systems Developer 

• Requirements Planner 

• Enterprise Architect
• Security Architect
• Research & Development Specialist

• Testing and Evaluation Specialist
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Phase 0: Role Alignment



Office of the DoD Chief Information Officer (CIO)

Phase 1: Shaping and Validation
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Numbering Scheme:Provides traceability to the NICE Framework and the JCT&CS

Role Definitions: Define a broad set of responsibilities required to execute key functions 

Tasks:Describe work assigned or completed as part of standard responsibilities

KSAs: Standalone statements that describe the attributes required for a job or task

Core Cybersecurity Knowledge Statements: Cybersecurity Knowledge statements applied to all roles within the DCWF



Office of the DoD Chief Information Officer (CIO)

DCWF Phase 2: Criticality Analysis 

Criticality Analysis
• The DoD CIO released a tasker to facilitate the DCWF Criticality Analysis
• The criticality analysis is being used to identify the tasks and KSAs that 

are:
- Core: Critical for successful performance
- Optional : Somewhat or not important for successful performance
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Office of the DoD Chief Information Officer (CIO)

DCWF Phase 3: Proficiency Analysis

Proficiency Analysis
• Conducted internal and external research to complete Phase 3 of DCWF 

development
• The proficiency analysis resulted in definitions for a three level skills 

maturity model: Foundational, Journeyman, Mastery
• Qualification requirements will be aligned to each of the three levels in the 

DoD 8140 Manual
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Office of the DoD Chief Information Officer (CIO)

DCWF Phase 3: Skills Maturity Model Definitions

Level Description
Foundational At this level, the role requires an individual to have familiarity with basic concepts and processes and the ability to apply these with frequent, specific guidance. An individual must be able to perform successfully in routine, structured situations. 
Journeyman At this level, the role requires an individual to have extensiveknowledge of basic concepts and process and experience applying these with only periodic-high level guidance. An individual must be able to perform successfully in non-routine and sometimes complicated situations.
Mastery At this level, the role requires an individual to have an in-depth understanding of advanced concepts and processes and experience applying these with little to no guidance. An individual must be able to serve as a resource and provide guidance to others. An individual must also be able to perform successfully in complex, unstructured situations. 
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Office of the DoD Chief Information Officer (CIO)

Related Workforce Issuances
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Planned - DoD Instruction 8140.aa Cyber WorkforceIdentification, Tracking, & Report Requirements
DoD Cyber Workforce Framework(Lexicon of Cyber Work Roles)

Training

*Where applicable

Current - DoD Directive 8140.01Cyberspace Workforce Management
DoD Cyberspace Workforce Strategy

Planned - DoD Manual(s) - Cyber Workforce Qualification Requirements

Credentials*
Certifications*

Continuous Development
Knowledge, Exercises, Skills Labs

Residency
Supervisor EvaluationO-J-T

Conceptual Qualification Methodology

Education

Current –DoD 8570.01-M remains in effect until it is replaced

Performance-based Assessments* 



Questions?



Back-Up Slides
DCWF Interpretation



Office of the DoD Chief Information Officer (CIO)

DCWF Interpretation

• The DCWF leverages the NICE numbering scheme to maintain traceability 
- Task and KSAs below 2000 = NICE 2.0 content
- Task and KSAs above 2000 = JCT&CS content, newly developed 

content 
- Task and KSAs noted with letters = (e.g., 123A, 2345A) NICE 2.O or 

JCT&CS minimally modified content 
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Back-Up Slides
DCWF Alignment of Roles



Office of the DoD Chief Information Officer (CIO)

Participation
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• Air Force 
• Army 
• Navy 
• Marine Corps 
• Coast Guard 
• Joint Staff
• USCYBERCOM
• USSTRATCOM
• USSOCOM
• OSD(P) Cyber
• OSD(P&R)
• OUSD(AT&L)
• OUSD(I)
• CAPE

• DARPA
• DoD CIO
• DC-3
• DCAA
• DCMA
• DECA
• DFAS
• DHRA
• DIA
• DISA
• DLA
• DMA
• DoD IG
• DoD EA

• DSCA
• DTIC
• DTRA
• MDA
• NDU
• NGB
• NGA
• NRO
• NSA
• PFPA
• TMA
• UCDMO



Office of the DoD Chief Information Officer (CIO)

Role Alignment
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Risk Management
Software Development

Architecture
Technology Research & Development

Systems Requirements Planning
Test and Evaluation

Systems Development

• Authorizing Official
• Security Control Assessor
• Software Developer
• Secure Software Assessor

• Systems Developer
• Information Systems Security Developer

• Requirements Planner

• Enterprise Architect
• Security Architect
• Research & Development Specialist

• Testing and Evaluation SpecialistSec
ure

ly P
rov

isio
n



Office of the DoD Chief Information Officer (CIO)

Role Alignment
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Data Administration
Knowledge Management

Customer Service & Tech Support
Network Services

System Administration
Systems Security AnalysisOpe

rate
 & M

aint
ain • Database Administrator

• Data Analyst

• Knowledge Manager

• Technical Support Specialist

• Network Operations Specialist

• System Administrator

• Systems Security Analyst



Office of the DoD Chief Information Officer (CIO)

Role Alignment
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Legal Advocacy & Advice
Training, Education, and Awareness

Cybersecurity Management
Strategic Planning & Policy

Acquisition and Program/Project Management
Executive Cyberspace LeadershipOve

rsee
 & G

ove
rn • Cyber Instructor

• Instructional Curriculum Developer

• Legal Advisor

• Information Systems Security Manager
• COMSEC Manager
• Cyberspace Workforce Developer & Manager
• Cyberspace Policy and Strategy Planner

• Executive Cyberspace Leadership
• Program Manager
• IT Project Manager

• IT Investment/Portfolio Manager
• IT Program Auditor
• Product Support Manager



Office of the DoD Chief Information Officer (CIO)

Role Alignment
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CND Analysis
CND Infrastructure Support

Incident Response
Vulnerability Assessment & ManagementPro

tect
 & D

efe
nd • Cyber Defense Analyst

• Cyber Defense Infrastructure Support Specialist

• Cyber Defense Incident Responder

• Vulnerability Analyst



Office of the DoD Chief Information Officer (CIO)

Role Alignment
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Investigation
Digital ForensicsInv

esti
gat

e

• Cyber Defense Forensics Analyst
• Forensics Analyst

• Cyber Crime Investigator


